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VPN?

PPTP VPN | OPEN VPN | SSTP VPN | IPSEC VPN | L2TP VPN | WIREGUARD VPN...
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Introduction

What is WireGuard?
e A modern, secure VPN protocol.
o Lightweight and efficient.
e Why Use WireGuard?
o Simplicity and speed.
o Cross-platform compatibility.
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Requirements

o Hardware and Software Needed:

m MikroTik RouterOS (v7.1 or later).

m Windows 10/11 client.

m Network details (IP addresses, subnets).
o Applications:

m WireGuard app for Windows.
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Login MikroTik

a
© mikroTik ew WinBox Connect to your MikroTik
: Neighbors
4% Actions

48:8F:5A:2C:A7:C3 192168.981 OTIKNETWORK-FW
CC:2D:E0:63:BC:8D  192168.98.2 AC-SW1

Connectto 192168.981:8292
Login  otikadmin

Password

ember passv

Workspace OTIKNETWORK

Connect  Connect to RoMON

Group
Comment

Save to list




Configuring MikroTik

Step 1: Enable WireGuard Interface Step 2: Create Peer Configuration
e Open WinBox/WebFig. e Gotolinterfaces > WireGuard > Peers.
e Go toInterfaces > WireGuard. e Addapeer:
e Addanewinterface: o Public Key: From the Windows client.
o Name: wgO. o Allowed IPs: 192.168.88.2/32.

o Generate Public Key.
o AssignanlP (e.g.,
192.168.88.1/24).
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MikroTik Firewall Rules

1. Allow UDP traffic on port 51820:

[ip firewall filter
add chain=input action=accept protocol=udp

dst-port=51820

2. Ensure routing is set up for the WireGuard subnet.

2
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Configuring Windows Client

Step 1: Install WireGuard

e Download from WireGuard Official
Site.

e Install and open the application.

Step 2: Configure Interface

e Generate keys in the WireGuard
app. .
e Set up the interface:

o  Private Key: Generated by the app.

o Address: 192.168.88.2/24.
o DNS (Optional): 8.8.8.8.
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Step 3: Configure Peer

(@)
(@)
(@)

Add a new peer configuration:
Public Key: MikroTik's key.
Endpoint: MikroTik’s public IP and
port (203.0.113.1:51820).
Allowed IPs:
= Full tunnel: 0.0.0.0/0, ::/0.
m Split tunnel: Specific subnets
(e.g. 192.168.88.0/24).
m Persistent Keepalive: 25
(optional for NAT traversal).

FAST, MODERN, SECURE VPN TUNNEL



Full Tunnel vs. Split Tunnel in VPN

Full Tunnel
e Definition: All network traffic from the client is routed through the VPN.
e Allowed IPs Configuration: 0.0.0.0/0, ::/0.
e Use Case:
o Provides maximum privacy and security by routing all traffic through the

VPN server.
o Ideal for public Wi-Fi connections or environments where privacy is a
priority.
e Advantages:

o Ensures complete encryption of all traffic.
o Hides all client activity from the local network.
e Disadvantages:
o Increased bandwidth usage on the VPN server.
o May result in slower internet speeds due to the extra routing. @
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Full Tunnel vs. Split Tunnel in VPN

Split Tunnel
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Definition: Only specific network traffic is routed through the VPN, while the rest
accesses the internet directly.
Allowed IPs Configuration: Specific subnets (e.g., 192.168.88.0/24).
Use Case:
o Useful for accessing remote network resources (e.g., internal servers)
while using local internet for other tasks.
o Reduces load on the VPN server.
Advantages:
o Improved internet speed for non-VPN traffic.
o Reduced VPN server bandwidth usage.
Disadvantages:
o Some traffic may not be encrypted, reducing privacy.
o Requires careful configuration to avoid exposing sensitive data. @
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WireGuard Client Configuration Parameters

Interface Configuration

Private Key: Generated by the
client.

Address: 192.168.88.2/24.

DNS: 8.8.8.8 (optional).
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Peer Configuration

Public Key: From MikroTik.
Endpoint: MikroTik’s public IP and
port (203.0.113.1:51820).
Allowed IPs:

o Full tunnel: 0.0.0.0/0, ::/0.

o Split tunnel: Specific subnets.
Persistent Keepalive: 25 (optional).

WIREGUARD
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Example Configuration

[Interface]

PrivateKey = <Client_Private_Key>
Address = 192.168.88.2/24

DNS = 8.8.8.8

[Peer]

PublicKey = <MikroTik_Public _Key>
Endpoint = 203.0.113.1:51820
AllowedIPs = 0.0.0.0/0, ::/0
PersistentKeepalive = 25

[Interface]

PrivateKey = <Client_Private_Key>
Address =192.168.88.2/24

DNS = 8.8.8.8

[Peer]

PublicKey = <MikroTik _Public _Key>
Endpoint = 203.0.113.1:51820

AllowedIPs = 192.168.88.0/24,10.2.2.0/24
PersistentKeepalive = 25

Full Tunnel

Split Tunnel




Testing

WIREGUARD VPN...



Testing the Connection

Steps to Verify:

e Ping MikroTik’s WireGuard IP (192.168.88.1).
e Check routing and firewall if issues occur.

Common Issues:
e Incorrect keys.
e Firewall blocking traffic.
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Site To Site VPN

Public IP / DynDNS Internet
office.otikcloud.com (Not require Public IP)
10.255.255.1/30 10.255.255.2/30

VPN Tunnel

192.168.98.0/24

Computer Computer Computer Computer
192.168.98.4 192.168.98.33 192.168.101.237 192.168.101.243
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N1599NUUTZUU (Network Design Example)

ilg HQ (Headquarters) il3 Branch (s1vn)

®  Public IP (W58 DDNS): office.otikcloud.com (auufnesn ®  Public IP: lisdusiosd (TudatuimlunSesgmds NAT Als)

WireGuard wu 7443) L Local Networks: 192.168.101.0/24

® Local Networks: 192.168.98.0/24 ® WireGuard IP (i@ VPN): 10.255.255.2/30

®  WireGuard IP (vi® VPN): 10.255.255.1/30
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{ef 1: n1smauAn?l HQ (Headquarters)

1. d5198umase WireGuard (¥13U) 2. yn IP Address W@ WireGuard
1U17iL3JH WireGuard -> Wity WireGuard -> n@ + (Add New) Ui IP > Addresses > na +
(] Name: wg-site-to-branch o Address: 10.255.255.1/30
(] Listen Port: 7443 (Lﬂmwaﬁmﬁ*ﬁ' Firewall 97 WAN 29239 HQ Fheitely Branch [ Interface: wg-site-to-branch
Fadhunlé)

®  iong Apply szuvesiaueiss Public Key v89 HO senw Mifeutifulily

14%ls Branch
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Wuay pinio™



D.

{ef 1: n1smauAn?l HQ (Headquarters)

3. i9An Peer (szyAanuLaZIGLlndIsnuae Branch)

‘hJﬁLmé WireGuard -> Wiiu Peers -> n@ +

Interface: wg-site-to-branch

Public Key: (87 Public Key 909l Branch 17l

Endpoint / Endpoint Port: Udaedndli (wee HQ tsselst Branch Jadanmies)
Allowed Address: 1d IP ¥ie VPN w83 Branch uazaadindisnaelusimusues Branch wen
ﬁamﬂ%"awmaﬁ;amﬂ )

o) Aidedld: 10.255.255.2/32, 192.168.101.0/24

4. ¥ Static Route tfialgunswiin

P
=1

U7 IP -> Routes -> na + diauanti HQ Fhdaglumidnisnues Branch fosisdviad

®  Route i 1: * Dst. Address: 192.168.101.0/24
9 Interface : wg-site-to-branch

¢ Gateway : 10.255.255.2
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lan 2: n1sAauNnN® Branch (81v1)

1. @3199uwmasine WireGuard (v13n) 2. §n IP Address T#ivia WireGuard
bLiJ‘ﬁleé WireGuard -> WU WireGuard -> n@a + (Add New) lﬂﬁ IP -> Addresses -> A +
®  Name: wgssite-to-hq ®  Address: 10.255.255.2/30

® Listen Port: Udpemuiissuvdnlilaias (nszsndudredslum HQ) .
: ®  Interface: weg-site-to-hq

®  ienm Apply svuvssiauiuelse Public Key 9e4 Branch aenuy e

Tilalude 3 vesls HO
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D.

Hafl 2: n1smauAnd Branch (81%7)

3. f9An Peer (A2slum HQ)
IUﬁLNH WireGuard -> Uitu Peers -> na +

Interface: wg-site-to-hq
Public Key: (87 Public Key ol HQ ald
Endpoint: office.otikcloud.com (L& IP %38 Domain ¥83 HQ)

Endpoint Port: 7433 (wasaii HQ Jal3)

Allowed Address: 1d IP vio VPN w83 HQ wazaadindsnaeluiamunues HQ

o Anfiwesld: 10.255.255.1/32, 192.168.98.0/24
®  Persistent Keepalive: 25 (g Inamsuihany iedwindinluidewe VPN lali
Firewall faidatusanesn)

4. i1 Static Route tivalounsaniln

U7 IP -> Routes -> N9 + wiauanila Branch 1daglundiindsnves HQ Tois

Wil

® Route i 1: * Dst. Address: 192.168.98.0/24
©) Interface : wg-site-to-hq

O Gateway : 10.255.255.1
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Testing the Connection

Steps to Verify:

e Ping MikroTik’s WireGuard IP (192.168.98.1).
e Check routing and firewall if issues occur.

Common Issues:
e Incorrect keys.
e Firewall blocking traffic.
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